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PRP-TO-PRF

» II; and II; are two secret (keyed) permutations.
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SECRET VS PUBLIC PERMUTATIONS

Keyed setting

Secret Permutations

» Construction based on secret (keyed)
permutations.

» Adversary only accesses the
construction.

—> Indistinguishability

Keyless setting

Public Permutations

» Construction based on public
permutations.

» Adversary accesses the construction
and the underlying permutations.

—> Indifferentiability




SECURITY MODEL: INDISTINGUISHABILITY

» F} is a keyed function based on secret permutation II, and I" is a random function.
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SECURITY MODEL: INDIFFERENTIABILITY

» F'is a function based on public permutation II and I" is a random function.

» S is a simulator, which has access to I' and imitates the public permutation II.

1
:
1
1

N}

~—

AdviPiTs (A) = [Pr[APT — 1] — Pr[ADS — 1]]




INDIFFERENTIABILITY OF THE CLASS OF FUNCTIONS BASED ON
TwO PERMUTATIONS



CHARACTERIZING SHORT-1/O RANDOM ORACLES

» Let Iy, II; be two permutations over {O7 1}”.

» Let oy, 8,7 € GL(F3) U {0} and = € {0,1}™:
Flofh (z) = m(2) @ 72(llo(a12)) @ v3(M (b1 @ Bollo(a12))) -

» F can be viewed by the triple (A, Iy, ;) where
a1 0 0
A= (B B2 0].
0 7 73

We assume 1 = 0, since we can always consider the modified function F/(z) = F(z) & 1.




OBSERVATIONS: TRIVIAL ATTACKS IN SOME CASES

FloTl () = 45 (g (ar 7)) @ 3 (1 (Brx @ Ballp(arT)))

(051 0 0
A=|B B2 O
0 7 73
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» A contains either a zero row or a zero column: either the function F becomes constant, or the
influence of one permutation is lost. Easily attacked with at most 1 construction query and 1
primitive query.



OBSERVATIONS: TRIVIAL ATTACKS IN SOME CASES

FloTl () = 45 (g (ar 7)) @ 3 (1 (Brx @ Ballp(arT)))

(051 0 0
A=|B B2 O
0 7 73

» A contains either a zero row or a zero column: either the function F becomes constant, or the
influence of one permutation is lost. Easily attacked with at most 1 construction query and 1
primitive query.

> A is such that 81 = 72 = 0: F(z) = v3(I1 (B2llp(12))).

o Choose an element x and z < C(a; 'x).
o v+ P (i '2).
u <+ Py (85 M w).

o Check whether the output equals x.

Attacked with at most 1 construction query and 2 primitive queries.



REMAINING POSSIBLE CONSTRUCTIONS

FloM (z) = ya(To(a12)) ® y3(M1 (G172 @ Bollp(ar)))
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T' ) —|_>
x ap— Tl I, — % Y
U vy Uy vl
Y2

Asop (B2 =0A 1,72 #0)



REMAINING POSSIBLE CONSTRUCTIONS

FloMl () = 45 (g (ar 7)) @ 3 (1 (B1x @ Ballp(arz)))
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REMAINING POSSIBLE CONSTRUCTIONS

FloMl () = 45 (g (ar 7)) @ 3 (1 (B1x @ Ballp(arz)))
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REMAINING POSSIBLE CONSTRUCTIONS

FloMl () = 45 (g (ar 7)) @ 3 (1 (B1x @ Ballp(arz)))

‘|_>—> ) —|_>
vy
x o — 1 o — 7 Yy z—a— B— I —u>P>vy
g v uy vy U uy vy I
Y2 T2

Asop (B2 =0 A B1,72 #0) Aepwp (B1 =0A B2,72 #0)
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1 o
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Uy v uy ) Uy Uy Uy
T2

Agpu (72 = 0A B1, P2 #0) Apwu (B1, B2,72 # 0)



REMAINING POSSIBLE CONSTRUCTIONS

FloMl () = 45 (g (ar 7)) @ 3 (1 (B1x @ Ballp(arz)))

ﬁl
I

T al—u: Ty p By m ?“/zj—»y w—»al—u: Ty ﬂz—ur m 7?%—»@—»;/
\—P"/z L;%_T

Asop (B2 =0 A B1,72 #0) Aepwp (B1 =0A B2,72 #0)

ﬂl ﬁl
1 o
z a— Iy —>L>PH—> I, —>Bu>Y z o —s B, L —% y
Uy v uy ) Uy Uy Uy
T2

Agpu (72 = 0A B1, P2 #0) Apwu (B1, B2,72 # 0)

» We analyze these four constructions under three different assumptions on Iy and II;.



TO II;: TRIVIAL ATTACK

F(z) = 72 (l(a17)) ® v3((B1z © B2ll(c12)))

» If a; = B then we must have F(a; '~ *(0)) = 0. This gives a indifferentiability attack.

»
0
o7l (0) ——a— 1 T B2 I —




TO II;: NON-TRIVIAL ATTACK

» Let 85 =0 and ﬁlal_l has order /.

» Choose ug and compute u; = ﬂlal_lui_l fori=1,... ¢

> S

(21}

ay tuy ——m — 1 T 0 —>@—”> IS —- j—» Y20 B Y301
0 1 1
> V2

> 0
vy
arluyy ——a1— 1 0 l—» n —»7 You1 B Y3U2
uy (5 Uy
Y2

-

» Consider the equations y2v; @ v3v,41 = y; for all ¢ mod £.
» If the system has full rank, compute v, ..., v,—; and check whether P~ (vo) = uo.

» Otherwise, there exist ao,...,ars_1, not all zero, such that Zf;; a;yi = 0.



TO II;: CREATING A CHAIN

> [

Yo

J BN Tml—» i —>~rsj—>
> 72

» Choose an element vg.




TO II;: CREATING A CHAIN

> [
Vo
———>a— I Tﬁz ig —>73j—>
Up
> 72

» Choose an element vg.

» Make a primitive query: ug < P~ !(vp).



TO II;: CREATING A CHAIN

> S

Vg

2 ———pla — I Tﬂ;—»@—» il —»“/aj—»
Uy

> 72

» Choose an element vg.
» Make a primitive query: ug < P~ !(vp).
» Construct: zg < al_luo.



TO II;: CREATING A CHAIN

> 5
Vo
Tg ——pa— 1 T By o —% ?—» Yo
Uo
> 72

» Choose an element vg.

» Make a primitive query: ug < P~ (vp).
» Construct: zg < afluo.

» Make a construction query: yo < C(zo).



TO II;: CREATING A CHAIN

> 5
Yo
20 —— 9 a; —p ] T B2 oI — ?—» i
Uy Uy
> 72

» Choose an element vg.

» Make a primitive query: ug < P~ (vp).
» Construct: xg < afluo.
» Make a construction query: yo < C(zo).

» U — [31041_171,0 @ Bauvg.



TO II;: CREATING A CHAIN

> 5
Vo U1
Tg ——pa— 1 T By o —% ?—» Yo
ugy uy
> 72

Choose an element vg.

Make a primitive query: ug < P~ (vg).
Construct: xg < afluo.

Make a construction query: yo < C(xo).
Uy [31041_171,0 @ Bauvg.

v1 73 (Yo B Y2vo).

vVvyyVvyvyyy



TO II;: CREATING A CHAIN

>

7 —

vVvyyVvyvyyy

— a0 — ]I T Ba
Ug

Uy

Choose an element vg.

>

> b
Yo U1
o —

Y2

?—V Yo —

> [

l—bH—V’m

> 72

» We already have v; and u;.

Make a primitive query: ug < P~ (vg).

Construct: xg < afluo.

Make a construction query: yo < C(xo).

Uy [31041_171,0 @ Bauvg.

v1 73 (Yo B Y2vo).

T



TO II;: CREATING A CHAIN

>

> ﬁl » /Hl
Vo U1 Uy
1) ey — I T B2 l—» n — % ?—» % T —A—ay —p I T Ba oI —7 j—»
Uy Uy Uy
> 72 >

Choose an element vg. » We already have v; and u;.

Make a primitive query: ug < P~ (vg). » Construct: z; < aj ‘u;.
Construct: xg < afluo.

Make a construction query: yo < C(xo).

Uy [31041_171,0 @ Bauvg.

v1 73 (Yo B Y2vo).

vVvyyVvyvyyy



TO II;: CREATING A CHAIN

> >

> >
Vo (1 (]
2) ——lar — T Tﬂgl—v il *73?—» v 1 ———m— 1 Tﬁzl—v 1 —>’Ysj—> Y
U U U
> 72 > 72

Choose an element v. » We already have v; and u;.
Make a primitive query: ug < P~ (vg). » Construct: z1 < aj ‘u;.
Construct: xg < afluo. » Make a construction query: y; C(gcl).

Make a construction query: yo < C(xo).
Uy — [31041_171,0 & Bavg.

v1 73 (Yo ® Y2v0).

vVvyyVvyvyyy



TO II;: CREATING A CHAIN

>

7 —

vVvyyVvyvyyy

> b
Yo U
o —

>

> [
Uy
n —n

L > 00— I T Bs ?—» Yo 0 g — 11 T By j—» n
Ug uy up Uy
> 72 > 72

Choose an element vg.

Make a primitive query: ug < P~ (vg).
Construct: xg < afluo.

Make a construction query: yo < C(xo).
Uy — [31041_171,0 & Bavg.

v1 + 735 (Yo ® Y2v0).

» We already have v; and u;.

» Construct: z; + aj ‘u;.

» Make a construction query: y; < C(x1).
> Us — ;31(yflul & Bavy.



TO II;: CREATING A CHAIN

>

7 —

vVvyyVvyvyyy

>

> 5 > [
Vo U1 U1 Uy
L 0n— I Tﬂz il *73?—»4/1] I —— g — I 0 —n
Ug uy

> 72

Choose an element vg.

Make a primitive query: ug < P~ (vg).
Construct: xg < afluo.

Make a construction query: yo < C(xo).
Uy — [31041_171,0 & Bavg.

v1 + 735 (Yo ® Y2v0).

T B2 j—» 0
(51 Uz
> 72

» We already have v; and u;.

» Construct: z; < al_lul.

» Make a construction query: y; < C(x1).
> Us — ;31(yflul & Bavy.

> vy 73 (Y1 @ Yevr).



DEFINITTION & PROPERTY OF A CHAIN

> ((uo,v0), (ur,v1), (uz,v2) ..., (ug,vg)) is said to be a k-chain iff

v; = P(ui) and u;4q1 = ﬁlaflui @ Pav;, i € [k — 1]

> —l
o7y ——>-@—> T“» fr-O—> 1 — —>?—> 7200 © Y501
> V2
> (1

(3]

aytuy ——-m 7 il T B2 _>$_I> Il —Zb 3 j—» Vo1 B Y302
1 12 U2
> V2

» In the real world, F(aflug) O---D F(aflui) = Yoy P @;:1(72 @ v3)v;j @ Y3041, however for
any efficient simulator it is hard to maintain such an equivalency, even for moderately large k.




TO II;: THE CHAINING ATTACK

(1141/,'—

1:
2
3
4:
5:
6
7
8
9

function DISTINGUISHER(D)
Fix a constant vg;
C + CHAIN(vo,q);
if C = (0,%) then
return 0
View C as (1, (uo,v0), - - -, (ug,q));
u <+ P71 (v,);
if u = u, then
return 1
else
return 0



TO II;: SUMMARY OF OUR RESULTS

Candidate Parameters Indifferentiability
Afopr Afoup _ —1y¢ _ ; n
Bz =0and ((Bra;")’ =1ALis small) 1-0(as/2")

DMDM

g I
AEDM’ A

s I
‘4SDP7 AEDMD

i I
AEDM’ ADMDM

B2 # 0 or ((ﬁlal_l)ezll\éis large) 1—1/c—cqs/2™

Table: Summary of indifferentiability advantage bounds. gs denotes the number of queries simulator makes
on expectation and ¢ > 1 is a constant.



OF II: TRIVIAL ATTACK

F(z) = 72(I(a1(x))) & y3(0 1 (Brz & Boll(aa (2))))

» If ) = 0, then we must have F(a; 'T7(0)) = 430~ !(0). This gives a indifferentiability attack.
> 0
a1 (0) @[ 0 5 l_’ 0! — —>_T®—> A3l (0)

» If fo =1 and 2 = 0, then F has a fixed-point at 0. This gives a indifferentiability attack.

> 0
1(0)
()—L— a1 — 1 1 ! —n>P>0
0
0 T 1n(0)
> 0




RESULT ON SOPI CONSTRUCTION

» Dodis et al. proposed [DPP08, Lemma 4] a simulator for SOPI.

» They proved a birthday-bound (strong) indifferentiability security with the proposed simulator.

e [DPP08] Dodis, Y., Pietrzak, K., Puniya, P.: A New Mode of Operation for Block Ciphers and
Length-Preserving MACs. EUROCRYPT 2008.



SOPI: THE SIMULATOR & THE ATTACK
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» Forward query u: it searches L for a pair of the
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T to find the output I'(u). It records the pair
(u,v) in £, where v = v’ @ T'(u), and returns v.
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The Simulator

» It maintains a list £ of all previous
query-response pairs (u, v).

» Forward query u: it searches L for a pair of the
form (u',u). Then it queries the random function
T to find the output I'(u). It records the pair
(u,v) in £, where v = v’ @ T'(u), and returns v.

» Backward query v: it searches £ for a pair (v, v’).
If it finds, then it queries the random function to
find the output I'(v). It records the pair (u,v) in
L, where u = v’ @ T'(v), and returns u.
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The Simulator

It maintains a list £ of all previous
query-response pairs (u, v).

Forward query u: it searches £ for a pair of the
form (u',u). Then it queries the random function
T to find the output I'(u). It records the pair
(u,v) in £, where v = v’ @ T'(u), and returns v.
Backward query v: it searches £ for a pair (v,v’).
If it finds, then it queries the random function to
find the output I'(v). It records the pair (u,v) in
L, where u = v’ @ T'(v), and returns u.

Our Attack to this simulator
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The Simulator

It maintains a list £ of all previous
query-response pairs (u, v).

Forward query u: it searches £ for a pair of the
form (u',u). Then it queries the random function
T to find the output I'(u). It records the pair
(u,v) in £, where v = v’ @ T'(u), and returns v.

Backward query v: it searches £ for a pair (v,v’).

If it finds, then it queries the random function to
find the output I'(v). It records the pair (u,v) in
L, where u = v’ @ T'(v), and returns u.

Our Attack to this simulator

» Sample ug < {0,1"}.
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The Simulator

It maintains a list £ of all previous
query-response pairs (u, v).

Forward query u: it searches £ for a pair of the
form (u',u). Then it queries the random function
T to find the output I'(u). It records the pair
(u,v) in £, where v = v’ @ T'(u), and returns v.

Backward query v: it searches £ for a pair (v,v’).

If it finds, then it queries the random function to
find the output I'(v). It records the pair (u,v) in
L, where u = v’ @ T'(v), and returns u.

Our Attack to this simulator

» Sample ug < {0,1"}.
» Query P with ugp and let the response be
Vo-



SOPI: THE SIMULATOR & THE ATTACK
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Our Attack to this simulator
O s 1 i —>€9—>Un

1 » Sample ug < {0,1"}.
» Query P with ugp and let the response be
The Simulator V.-

» Query C with ugp and let the response be

It maintains a list £ of all previous Yo.

query-response pairs (u, v).

Forward query u: it searches £ for a pair of the
form (u',u). Then it queries the random function
T to find the output I'(u). It records the pair
(u,v) in L, where v = v’ & I'(u), and returns v.
Backward query v: it searches £ for a pair (v,v’).
If it finds, then it queries the random function to
find the output I'(v). It records the pair (u,v) in
L, where u = v’ @ T'(v), and returns u.



SOPI: THE SIMULATOR & THE ATTACK

Our Attack to this simulator
O s 1 i “—L>€9—>Un

1 » Sample ug < {0,1"}.
» Query P with ugp and let the response be
The Simulator V.-

» Query C with ugp and let the response be
» It maintains a list £ of all previous

. Yo-
query-response pairs (u, v). » Set u; = yo D vg, and query C with uq
» Forward query u: it searches L for a pair of the and let the response be y;.

form (u',u). Then it queries the random function
T to find the output I'(u). It records the pair
(u,v) in £, where v = v’ @ T'(u), and returns v.

» Backward query v: it searches £ for a pair (v, v’).
If it finds, then it queries the random function to
find the output I'(v). It records the pair (u,v) in
L, where u = v’ @ T'(v), and returns u.



SOPI: THE SIMULATOR & THE ATTACK

Uy
y—-_—p " |—> n —>E‘9—>m
‘ >

>
The Simulator
. . . . >
» It maintains a list £ of all previous
query-response pairs (u, v). >
» Forward query u: it searches L for a pair of the
form (u',u). Then it queries the random function >

T to find the output I'(u). It records the pair
(u,v) in £, where v = v’ @ T'(u), and returns v.

» Backward query v: it searches £ for a pair (v, v’).
If it finds, then it queries the random function to
find the output I'(v). It records the pair (u,v) in
L, where u = v’ @ T'(v), and returns u.

Our Attack to this simulator

Sample ug < {0,1"}.

Query P with uy and let the response be
Vo-

Query C with up and let the response be
Yo-

Set u1 = yo B vy, and query C with u;
and let the response be y;.

Set uy = y1 B ug, and query P with us
and let the response be v.



SOPI: THE SIMULATOR & THE ATTACK

Uz
y—-_—p " |—> n —>E‘9—>m
‘ >

>
The Simulator
. . . . >
» It maintains a list £ of all previous
query-response pairs (u, v). >
» Forward query u: it searches L for a pair of the
form (u',u). Then it queries the random function >
T to find the output I'(u). It records the pair
(u,v) in £, where v = v’ @ T'(u), and returns v.
>

» Backward query v: it searches £ for a pair (v, v’).
If it finds, then it queries the random function to
find the output I'(v). It records the pair (u,v) in
L, where u = v’ @ T'(v), and returns u.

Our Attack to this simulator

Sample ug < {0,1"}.

Query P with uy and let the response be
Vo-

Query C with up and let the response be
Yo-

Set u1 = yo B vy, and query C with u;
and let the response be y;.

Set uy = y1 B ug, and query P with us
and let the response be v.

If v = uy then return 0, else return 1.
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> [
Vo
—L a0 — 1 Tﬁz ot —»73?—»
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> 72

» Choose an element .

» Make a primitive query: vy < P(up).



OF Ilj: CREATING ANOTHER CHAIN

> S

Yo

g —L1  pag—p Tﬂ;—»@—» ot —»“/aj—»
Ug
> 72

» Choose an element .

» Make a primitive query: vy < P(up).

» Construct: zy + aj ‘ug.



OF Ilj: CREATING ANOTHER CHAIN

> [
Yo
) —l o — 1 T B ol — 7 ?—» Yo
Uy

> 72

» Choose an element 1.

» Make a primitive query: vy < P(uo).

» Construct: zg < afluo.

» Make a construction query: yo < C(zo).



OF Ilj: CREATING ANOTHER CHAIN

» Choose an element 1.

» Make a primitive query: vy < P(uo).

» Construct: xg < afluo.

» Make a construction query: yo < C(zo).
» U — /31(11_171,0 @ Bovg.



OF Ilj: CREATING ANOTHER CHAIN

Choose an element .

Make a primitive query: vy < P(uq).
Construct: xg afluo.

Make a construction query: yo < C(xo).
V] — /31(11_171,0 @ Bovg.

uy <73 (Yo ® Y2v0).

vVvyyVvyvyyy



OF Ilj: CREATING ANOTHER CHAIN

> 72

> 5 > [
() Uy ]
1) ——p g —p ] T Ba ol —m ?—» Yo —l > — I T Ba ol —7 j—»
) Uy

Choose an element . » We already have u; and v;.
Make a primitive query: vy < P(uq).

Construct: xg < afluo.

Make a construction query: yo < C(xo).

V] — /31(11_171,0 @ Bovg.

uy <73 (Yo ® Y2v0).

vVvyyVvyvyyy



OF Ilj: CREATING ANOTHER CHAIN

> 2

> [ > b
vp Uy Uy
1) ——a1 — ] T Bs ol —m ?—» Yo I —d—p g —p I T Ba ol — 7 j—»
) Uy

Choose an element . » We already have u; and v;.
Make a primitive query: vy < P(uq). » Construct: z1 < 041_1U1~
Construct: xg < afluo.

Make a construction query: yo < C(xo).

V] — /31(11_171,0 @ Bovg.

uy <73 (Yo ® Y2v0).

vVvyyVvyvyyy
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OF Ilj: CREATING ANOTHER CHAIN

> [ > 5
(27 (5] (]
1) —d— — I T B2 ol —» ?—» Yo —d—ag — I T B2 ! —» ?—» 0
). up

> 72

Choose an element . » We already have u; and v;.
Make a primitive query: vy < P(uq). » Construct: z1 < al_lul.
Construct: xg < afluo. » Make a construction query: y; C(gcl).

Make a construction query: yo < C(xo).
V] — /31(11_171,0 @ Bovg.

uy <73 (Yo ® Y2v0).
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OF Ilj: CREATING ANOTHER CHAIN

Choose an element .

Make a primitive query: vy < P(uq).
Construct: xg < afluo.

Make a construction query: yo < C(xo).
V] — /31(11_171,0 @ Bovg.

uy <73 (Yo ® Y2v0).

>

vy

Uy

> 5 >
Vo Uy
1) —d— — I T B2 ol —» ?—» Yo —d—ag — I T B2 ! —» ?—» 0
y U2

> 72

» We already have u; and v;.

» Construct: z1 < al_lul.

» Make a construction query: y; < C(x1).
> Uy — Jﬁl(yflul @ Bov.
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OF Ilj: CREATING ANOTHER CHAIN

Choose an element .

Make a primitive query: vy < P(uq).
Construct: xg < afluo.

Make a construction query: yo < C(xo).
V] — /31(11_171,0 @ Bovg.

uy <73 (Yo ® Y2v0).

>

> [
U1 Uy
ml —

) —d oy — ] T B2 ?—» w o —l o — T Ba T "
i v o vy
> 72 > 72

» We already have u; and v;.

» Construct: z1 < al_lul.

» Make a construction query: y; < C(x1).
> Uy — Jﬁl(yflul @ Bov.

> us 75 (Y1 © ev1).



OF IIj: THE CHAINING ATTACK

> ((up,vo), (ur,v1), (us, va) ..., (ug,vg)) is said to be another k-chain iff

v; = P(u;) and w41 = ’ygl(C(aflui) D vov;),4 € [k — 1].

oyl == — 1 Ba Y2vo D Y3u1
g vy wuy
> 2

> [
N
arluyy ——a1— 1 T B2 l—» ol = j—» Y2v1 D Y3Usz
Uy () Uo
> 72

» In the real world, F(a; "ug) @ - @ F(a; 'uy) = @3:0 YoU; B @3:0 ~3u;+1, however for any
efficient simulator it is hard to maintain such an equivalency, even for moderately large k.

» The goal of the distinguisher is to create a k-chain.



OF IIlj: SUMMARY OF OUR RESULTS

Candidate Parameters Indifferentiability
Al‘[:l: , AH:E

S0P? TEDMD 3 — () or (B2,72) = (1,0) 1—0(115/2”)
Al'[:t Ani

EDM “DMDM
Al‘[:t n+

S0P? < EDMD (B1, B2,72) # (0,1,0) 1—1/c—cqs/2™
Al'[:t Ani

EDM “DMDM

Table: Summary of indifferentiability advantage bounds. gs denotes the number of queries simulator makes
on expectation and ¢ > 1 is a constant.



Ilp AND II; ARE : OUR RESULTS

Candidate Parameters Indifferentiability
Mo, Mo,

Asep b Aepin” * O( V q3/22n)
Mo, Mo,

Agpy > Ay’ * @(q2/2n)

Table: Summary of indifferentiability advantage bounds for ¢ < 273

terms are suppressed in the bounds.

adversarial queries. The logarithmic
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» Extract z from u: z||(r)s < u.
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Figure: The XORPY, construction.

Forward query with u

» Extract z from u: z||(r)s < u.

> (Wil [lyw-1) < T(2).
» Check if y; =0V y; =y;.



INDIFFERENTIABILITY OF XURPE,

Vyy—
2|(w — 1>‘“’LL_> I _“1>?_>y“.,1
w—1

Figure: The XORPY, construction.

Forward query with u

» Extract z from u: z||(r)s < u.

> (ol llyw—1) < T(z).

» Check if y; =0V y; =y;.

» Choose vy consistently and store (u;,vo @ y;).
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Forward query with u

» Extract z from u: z||(r)s < u.

> (ol llyw—1) < T(z).

» Check if y; =0V y; =y;.

» Choose vy consistently and store (u;,vo @ y;).
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Figure: The XORPY, construction.

Forward query with u

» Extract z from u: z||(r)s < u.

> (ol llyw—1) < T(z).

» Check if y; =0V y; =y;.

» Choose vy consistently and store (u;,vo @ y;).



INDIFFERENTIABILITY OF XURPE,

v

O . — () T _1.?_,;,1 Inverse query with v

Vs

ol T 2 " » Choose ug consistently and z||(r)s « u.
> (- lyw-1) < T(2).

Vi
z||{(w — 1>‘qu—> il ;1»?—&%-71
w1

Figure: The XORPY, construction.

Forward query with u

» Extract z from u: z||(r)s < u.

> (ol llyw—1) < T(z).

» Check if y; =0V y; =y;.

» Choose vy consistently and store (u;,vo @ y;).



INDIFFERENTIABILITY OF XURPE,

01— s> T _1.?_.111 Inverse query with v

o2 —— T 2 " » Choose ug consistently and z||(r)s « u.
> (- lyw-1) < T(2).
» Check if Y; = 0\/yl =Yj-

xH(uzfl)ﬁTr il —“»?—»yﬂ»l

Figure: The XORPY, construction.

Forward query with u

» Extract z from u: z||(r)s < u.

> )  T(a).

» Check if y; =0V y; =y;.

» Choose vy consistently and store (u;,vo @ y;).
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w1

Figure: The XORPY, construction.

Forward query with u

» Extract z from u: z||(r)s < u.

> )  T(a).

» Check if y; =0V y; =y;.

» Choose vy consistently and store (u;,vo @ y;).

Inverse query with v

» Choose ug consistently and z||(r)s « u.
> (il lyw—1) < T().

» Check if Y; = 0\/yl =Yj-

» Set vj <~ y; Dy, Dv.
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V) 1
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Figure: The XORPY, construction.

Forward query with u

» Extract z from u: z||(r)s < u.

> )  T(a).

» Check if y; =0V y; =y;.

» Choose vy consistently and store (u;,vo @ y;).

Inverse query with v

» Choose ug consistently and z||(r)s « u.
> (il lyw—1) < T().

» Check if Y; = 0\/yl =Yj-

» Set vj <~ y; Dy, Dv.

» If all the v; values are consistent then
store (uj,vj).



INDIFFERENTIABILITY OF XURPE,

V) 1
o[O— 1 —— 2| [ —»?—»yl

zl[(w—1)s——> 0 —“’1>?—>yu»1
w1

Figure: The XORPY, construction.

Forward query with u

» Extract z from u: z||(r)s < u.

> )  T(a).

» Check if y; =0V y; =y;.

» Choose vy consistently and store (u;,vo @ y;).

vvyyVvyyvyy

v

Inverse query with v

Choose ug consistently and z||(r), + u.
@l yw-1) < T(2).

Check if Y; = 0oV Yi = Yj-

Set v; <= y; Dy, Dv.

If all the v; values are consistent then
store (uj,vj).

Otherwise, make another attempt with
a new ug.



INDIFFERENTIABILITY OF XURPE,

V) 1
o[O— 1 —— 2| [ —»?—»yl

zl[(w—1)s——> 0 —“’1>?—>yu»1
w1

Figure: The XORPY, construction.

Forward query with u

» Extract z from u: z||(r)s < u.

> )  T(a).

» Check if y; =0V y; =y;.

» Choose vy consistently and store (u;,vo @ y;).

Inverse query with v

Choose ug consistently and z||(r), + u.
Wl lyw—1) < T(2).

Check if Y; = 0oV Yi = Yj-

Set v; <= y; Dy, Dv.

If all the v; values are consistent then
store (uj,vj).

vvyyVvyyvyy

v

Otherwise, make another attempt with
a new ug.

XORPY is indifferentiable up to 2*"/% queries.
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Thank You!

Questions?



