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TWEAKABLE BLOCK CIPHER

® A family of permutations indexed by secret key and public tweak
o E: Mx K xT —C, where M == {0,1}",K := {0,1}*, T := {0,1}* and C := {0,1}"
© For a fixed key, tweak pair (k,t), Ek’t is a permutation over {0,1}"

® TBCs have found diverse applications in designing of AE schemes, MACs, PRFs, Wide
block encryption modes



STPRP SECURITY = @;. -

o E is a tweakable block cipher and Il is a tweakable random permutation, a family of
independent random permutations parameterized by tweak ¢

AdVSTERP () = [Prfk & 1o APRCOE () 1) = PoflT & TPerm(n): AT 1))




TWEAKABLE ENCIPHERING SCHEME

© A Tweakable Enciphering Scheme (TES) is a function £ : K x T x M — C

® A TES should behave like a strong tweakable pseudorandom permutation
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THE DESIGN LANDSCAPE OF TES
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» Accordion Mode is tweakable variable-input-length strong pseudorandom permutation

» The term accordion signifies that the mode would act as a cipher, not only on a single
block but on a range of input sizes and should support arbitrary length tweaks
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EXISTING BBB SECURE TES et @

] Construction \ Primitive \ Security \ # Ops per Block \ # of Keys \ Tweak ‘

LargeBlock TBC n 1TBC + 4 FM 42 X
TCT, BC 2n/3 4 TBC C+714+19 v
THCTR TBC n 1TBC+2FM 3 v
bbb-ddd-AES BC 2n/3 2BC+2FM 3 v
Db-HCTR BC 2n/3 1BC+ 4 FM 3 v
C7Z TBC n 1.5 TBC 1 X

Comparative Study of Beyond the Birthday Bound Secure Tweakable Enciphering Scheme. TBC
denotes Tweakable Block Cipher, BC denotes Block Cipher, and FM denotes Field Multiplication. We
use ¢ and 7 to denote the message and tweak length respectively (in blocks). The + symbol indicates
that the security degrades gracefully with maximum repetition of tweaks. Security is mentioned in
terms of the number of bits.



MOTIVATION OF OUR WORK o Oy 7

» Beyond the birthday bound Security of an Accordion mode is highly desired

» An accordion mode that accepts variable-length tweaks and provides optimal security can
be used to build cryptographic tools that can be used in different applications demanding
stronger security

» Till now, the existing beyond the birthday bound secure tweakable enciphering schemes
either fall off from full n-bit security or achieve security that degrades gracefully with
tweak repetition

Can we design a TES that provides full n-bit security even in the
presence of arbitrary tweak repetition?
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OUR CONTRIBUTION
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Ex, 11/ > H is a 2n-bit keyed hash function
Z >{Ex. » E is an n-bit tweakable block cipher with
= Z -bi
= W D n-bit tweak
= » CTRT is a tweakable block cipher based
> EK4 .
counter mode encryption, where the
st tweak of the underlying TBC is
jf < incremented in every call of the primitive.
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HCTR+ construction.



DESIGN RATIONALE OF HCTR+ ot @ 7

» The motivation of our construction is to achieve n-bit tweakable sprp security which does
not depend on repetition of the tweak.

—_——

» We have used TLR4 on the left side and a TBC based counter mode of encryption CTRT
on the right side of our construction.

» Although, TLR3 ensures optimal security, we have observed that it does not suffice in our
context as we need to generate 2n bit entropy from the left side of the construction,
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which will be used in the CTRT construction. Otherwise, we would have ended up with
security that depends on the tweak repetition.

—_~—

» In CTRT mode, the counter has been used in the tweak part of the underlying TBC
instead of incrementing the input value W at every call of the TBC. This role swap has
arisen because of a single query distinguishing attack on the THCTR construction in two
independent works by Andreeva et al. and Khairallah.
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SECURITY REsuLT oF HCTR+

Result:

Let K be a non-empty finite set. Let E be an (n,n) tweakable block cipher. Let H be an
e-almost-xor-universal 2n-bit keyed hash function and each H[i|, where H = (H[1], H[2]), is an
€;-almost-xor universal n-bit keyed hash function. Then,
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AdvitiRl e | (A) < 6AdVETTRT(A) +

where fiax is the maximum number of message blocks queried.



CONCRETE INSTANTIATION: PHCTR+ °m‘§§ -

We have instantiated the underlying hash function with PHASH+ and the underlying TBC by
Deoxys-BC-128-128 with 128-bit key, tweak, and state size.
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PHASH+



CONCRETE INSTANTIATION: ZHCTR+ = @ -

Instantiating the underlying hash function with ZHASH+ and the TBC by Deoxys-BC-128-128.

ra

F-F-¢-

A

Y
n »
0 >

2 ! 2
I o WY NE— o W

ZHASH+



SOFTWARE PERFORMANCE OF ZHCTR+ and PHCTR+

ZCZ does not accept any tweak, so the comparison of ZCZ should be with zero length tweak of
PHCTR+ and ZHCTR+ (red colored columns).
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Software performance (CPB) of PHCTR+ and ZHCTR+, and comparison with ZCZ. Note that
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N PHCTR+ \ ZHCTR+ ZCZ
ame
Tweak Length (Bytes)
0B 16B 32B 64B 128B 256B | OB 16B 32B 64B 128B 256B | -
—~ [128B 463 420 355 284 210 464 4.10 256 270 1.97
£ [ 256B 332 3.14 289 250 204 3.17 294 272 232 187
@ 512B 261 255 242 2024 197 227 222 214 194 170
£ | 1KB 224 222 217 208 193 184 183 180 1.70 159
= 2KB 205 2.04 203 198 101 1.65 1.63 162 158 152
- 4KB 197 196 195 103 1.89 154 154 153 151 148
& | 8KB 192 192 192 191 190 149 148 148 147 145
g [ 16KB 190 190 190 1.89 188 146 146 146 146 145
= [32KB 1.80 1.89 189 1.88 1.88 145 145 145 145 144
64KB 188 1.88 1.88 1.88 187 1.44 144 144 144 144
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